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Abstract—Classification has various applications, e.g., techni-
cal monitoring, medical diagnosis, financial scoring, and pattern
recognition. In a classification problem, a class out of finitely
many has to be chosen on basis of observed feature values.
Bayesian Networks and particularly Naı̈ve Bayes Networks are
an established approach to classification, where evidence from
different sources is fused into a classification result. Sometimes
pieces of evidence from different sources provide substantially
different but reliable information, called conflicts. This paper
proposes an approach to use conflicting evidence for performing
diagnostic failure-tests of technical sources in Bayesian classifi-
cation processes. Two approaches, called Conflict Ratio Failure-
Test and Conflict Binomial Failure-Test are described. Based on
an air surveillance scenario, a simulation is used to provide a
proof of concept and to compare these two diagnostic failure-test
approaches.
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I. INTRODUCTION

Classification is the task of making ”[...] a decision or forecast
[...] on the basis of currently available information [...], in
which each new [classification] case must be assigned to one
out of a set of predefined classes on the basis of observed
attributes or features” [1, p. 1]. Applications of classification
are found in many different technical and non-technical areas,
consider medical diagnosis, credit-rating of companies, and
classification of Chilean wines [2], or technical monitoring
and pattern recognition [3] as examples. Classification in civil
and military air surveillance systems is also referred to as
identification, whereat an identity is assigned to each tracked
object, see [4], [5], [6]. Many of these applications have a
strong need for automated assistance, compare [7].

An established framework for classification is given by
Bayesian Networks in general, see e.g., [3, ch. 2.11], [8,
ch. 8], and Naı̈ve Bayes Classifiers in particular, see [9,
pp. 205-210], [3, ch. 2.11]. In Naı̈ve Bayes Classification,
different (independent) sources provide evidence (also called
feature values, findings or source declarations), i.e., attributes
or features of observed objects, which are used to calculate
probabilities of classes as outcome [8, pp. 265-267]. Pieces
of evidence from different sources may carry substantially
different but reliable information. If pointing to disparate
classes, they are called conflicting evidence, compare [8],
[10]. Besides modeling inaccuracies and deficits, such conflicts

between sources may have technical reasons, e.g., flaws and
inaccuracies of sensor measurements or raw data evaluations
[8, pp. 174-179], [11].

In the field of Bayesian classification, our working hy-
pothesis assumes, that active sensors in failure states are
involved in a significantly higher number of conflicts. On this
basis, two approaches are defined to identify failing sensors
by observing shifts in conflict levels. These approaches are
evaluated and compared in a simulated environment based on
an air surveillance scenario.

The outline of this paper is as follows: Subsequent section
II provides the fundamentals from Bayesian classification and
describes the concept of conflicting evidence. Relevant aspects
of failing sensors and two approaches of failure-detection by
conflicting evidence are discussed in section III. Following,
section IV describes the application scenario, measures of di-
agnostic failure-tests’ performance, and the simulation set-up.
The Results of different simulation runs and their discussion
are given in section V. Finally, section VI provides conclusions
and outlines some future work.

II. BAYESIAN CLASSIFICATION AND CONFLICTS

Let Di denote the finite sets of all possible evidence of source
Si and C the set of all possible classification results, i.e.,
classes. A function cl : D1 × . . . × DN → C is called a
classifier [8, p. 265].

Generally, a classifier can be realized by means of Bayesian
Networks, see [8, ch. 8], [12, p. 727]. Here the sets Di and C
are understood as discrete random variables, each being in one
out of a finite number of node-dependent, mutually exclusive
states di,1, . . . , di,Ni ∈ Di and c1, . . . , cK ∈ C, respectively.
The special Bayesian Network given in figure 1 is called Naı̈ve
Bayes Classifier [8, pp. 266-267]. Based on the Theorem of
Bayes

p(ci|d1, ..., dN ) =
p(d1, ..., dN |ci) · p(ci)

N∑
j=1

p(d1, ..., dN |cj) · p(cj)
, (1)

posterior probabilities of classification results c1, . . . , cK ∈ C
are determined for given pieces of evidence d1, . . . , dN of N
sources. The particular structure of a Naı̈ve Bayes Network
implies conditional independence of different sources, i.e.,
p(di, dj |ck) = p(di|ck) · p(dj |ck) for pieces of evidence di, dj
from two sources Di, Dj and given C in state ck. Despite
its simple structure, a Naı̈ve Bayes Classifier works quite



Figure 1. A simple-structured Bayesian Network: Naı̈ve Bayes Classifier

effectively, even if this independence assumption for different
sources is not met, see [13].

’Conflicting evidence’ can be defined as dissonant infor-
mation from several sources [10], whereat ’dissonance’ is ”[...]
the extent to which information is explicitly contradictory or
conflicting” [14, criterion II.8.2.1.5]. E.g., a valid IFF mode 4
response of an aircraft is in conflict with declaration of attack
on own forces. For technical use in Bayesian Networks, the
given definition on experts’ level is too vague. On technical
level, conflicts are a discrepancy between model and declared
pieces of evidence [8, p. 99]. Typically, such a discrepancy can
be traced back to different reasons: (i) Appearance of a rare
case, (ii) situations not covered by the underlying Bayesian
model, or (iii) flaws or inaccuracies of sensor measurements
or raw data evaluation [8, pp. 174-179], [11].

Several authors proposed measures for conflicting evidence
in Bayesian context, see [15], [16], [11], [17] [8, pp. 174-
179]. In [10] different conflict measures are compared with
each other and with the intuitive understanding of applica-
tion domain experts. The ’Coherence Conflict Measure’ is
an approach based on a conflict measure established in [8,
pp. 175-176], [11]. It shows good results in this comparison.
According to the Coherence Conflict Measure [10], source Di

is in conflict, iff for declared pieces of evidence d1, . . . , dN(
M∑
j=1

p(di|cj)
)
·
(

M∑
j=1

p(d−i|cj)
)

M∑
j=1

p(d1, ..., dN |cj)
> (1 + εcoh) ·M (2)

is true, with d−i := (d1, ..., di−1, di+1, ..., dN ) for convenient
notation. Note that εcoh is a threshold to adjust the suppression
of small fluctuations. Semantically, conflicts according to line
(2) are understood as discrepancy between declaration di of
source Di and the combined declarations d−i of all other
sources. For further details see [10].

III. SENSOR FAILURES

In classification, every object of interest has its specific com-
bination of technical and non-technical properties, behavioral
characteristics, and particular capabilities [7]. Suitable sensors
can measure emissions induced by these object’s attributes.
A source is the combination of a sensor and a corresponding
evaluation component, which evaluates sensor measurements
and converts raw data into source declarations. These decla-
rations are input for Bayesian Classification Networks. Even

though not quite the same, in the following we use the terms
sensor and source synonymously.

Sensors (i.e. sources) can fail due to different reasons:
sensor flaws, inaccuracies of senor measurements, failures in
raw data evaluation because of inadequate configurations [8,
pp. 174-179], [11], or in certain (military) applications even in-
tentional deception or jamming. From a Bayesian perspective,
sensor failures result in a situation, where a source provides
no declaration, always the same declaration, or systematically
deviating or randomly chosen declarations.

Sensor failure detection can be realized as integrated
functionality of each sensor. This approach works without
information from outside the sensor or can be supported by
links to other sources. If this sensors’ internal functionality
is not available, a comprehensive approach of sensor failure
detection incorporates the output of all sources, in particular
their declarations. Thereby, sources’ failure behavior of no
declaration or the same declaration in all classification cases
can be easily detected by simple statistical means. In the
following we define additional approaches of failure detection
which are intended to identify systematically deviating and
random behavior of sources.

A. Failure Detection

A failing source Di is expected to cause a discrepancy be-
tween declared pieces of evidence and the expected behavior
according to the underlying Bayesian Network, i.e., the classi-
fication model. Such a discrepancy is expected to increase the
frequency of conflicts, in which source Di is involved. Note,
that conflicts can also occur in normal operation phases with
no failure present, e.g., due to rare cases.

Subsequently, we describe two approaches to detect failing
sensors, called Conflict Ratio Failure Test (CRF-Test) and
Conflict Binomial Failure Test (CBF-Test). Both approaches
monitor the number of conflicts ni and the frequency level
li ∈ [0, 1] of conflicts in which each source Di was involved
within the previous n classification cases. To detect significant
deviations, these levels li are compared with reference values
l∗i ∈ [0, 1], which are measured in normal operation phases.

Conflict Ratio Failure-Test:

The conflict ratio li
l∗i

of each source Di within the previous n
classification cases is calculated and compared with a ratio-
detection threshold rratio ∈ (0,∞). In case, the inequality

li
l∗i

> rratio (3)

is met, a failure of source Di is indicated.

Conflict Binomial Failure-Test:

Performing the Conflict Binomial Failure-Test, for each source
Di a one-sided Binomial test is applied and the probability
αi ∈ [0, 1] calculated by

αi =

n∑
j=ni

(
n

j

)
(l∗i )

j · (1 − l∗i )
n−j . (4)



Figure 2. Naı̈ve Bayes Network for Identification

Values of αi describe the probability, that source Di is involved
in ni or more conflicts, under the assumption that all sources
operate without failure. If the inequality

αi ≤ rbin (5)

is true for a given Binomial-detection threshold rbin ∈ (0, 1),
a failure of source Di is indicated.

Note that implementations of diagnostic failure-detection in
real application systems can be based upon an implementation
of Conflict Ratio Failure-Test or Conflict Binomial Failure-
Test, applied to a sliding test-window, which covers the previ-
ous n processed classification cases.

B. Conflict Induction and Simultaneous Failures

Conflict Ratio Failure-Test and Conflict Binomial Failure-Test
both focus on behavior of single sources in comparison to all
other sources based on counting conflicts. In case, a conflict of
a source occurs and only one (or at least few) properly working
other source provides a declaration, the conflict situation is
symmetric. Without additional information, there is no hint,
whether one or the other or both sources cause the conflict.
In such cases, even a properly working source can show an
increased conflict frequency level. We call such a conflict of
a faultless source an induced conflict.

Such conflict inductions complicate the detection of a
faulty source in particular, if the situation of several failing
sources must be taken into account. The challenge in such
situations is to discriminate between induced conflicts und
conflicts resulting directly from a source failure. In many
applications, a source defect has only low probability and the
simultaneous failure of several sources is very unlikely. For

this reason, we primarily focus on situations with only one
defect source.

C. Field of Application

To provide an application scenario, we point at the field
of maritime and air surveillance systems. In [18] a ship
locating and tracking scenario is described by the Evaluation
of Techniques for Uncertainty Representation Working Group
(ETURWG). An approach to detect illegal immigration in this
maritime environment by use of a Bayesian Network can be
found in [19]. Similarly in classical settings of civil or militry
air surveillance, a classification process is needed to identify
friendly, neutral, or hostile airplanes, and to discriminate
between civil and military tracked contacts [20].

Looking at the maritime example, a real world application
can face hundreds of contacts every day, whereas an air surveil-
lance system needs to handle up to hundreds of tracks every
hour. So both application fields comply with the requirements
of our approach by performing the same classification task in a
large number of cases within a (relatively) short period of time.
Deviating behavior of defect sources needs a certain number
of classification cases to show up in significant indications
differing from problem-inherent randomness.

IV. EVALUATION OF DIAGNOSTIC FAILURE-TESTS

In this chapter, the approach for comparison of Conflict Ratio
Failure-Test and Conflict Binomial Failure-Test is delineated.
For that purpose, test’s performance measures, an aerial appli-
cation scenario, and a simulation process are described, which
together form the comparisons’ frame.

A. Air Surveillance Scenario and Classification

Air surveillance provides a classical scenario for application of
classification, see [21], [6, pp. 54-57]. In civil or military air
traffic control centers, an automated surveillance and informa-
tion system provides positional and kinematical data of tracks.
For the additional purpose of identification, a classification
process fuses available sensor data to provide information on
identity of each track, e.g., according to the Extended Basic
Identity Object Class (EBIOC) [22]: Own Force Military, Own
Force Civil, Non-aligned Military, Non-aligned Civil, Enemy
Force Military, and Enemy Force Civil. In our scenario, taken
from [23], [10] , a range of sources provide information on
each classification case, i.e., each (tracked) object. The Naı̈ve
Bayes Network for identification with all contributing sources
is given in figure 2.

B. Measures of Diagnostic Failure-Test’s Performance

There are several approaches to evaluate performance of sen-
sors, see [6, pp. 84-85] for examples. Due to the similarity be-
tween failure detection and diagnostic testing (see [24, ch. 9]),
we found the following measures of diagnostic failure-test
performance [24, pp. 342-349] in medical statistics appropriate
to evaluate performance of provided failure tests:

• Accuracy is the probability of correct diagnostic
failure-test results. Hence, accuracy is a general per-
formance measure, but it does not consider a possibly
different relevance of false alarms and false negatives.



• Sensitivity is the detection probability of defect
sources. Therefore, sensitivity measures how good
a diagnostic failure-test is at correctly identifying a
source failure, compare [24, p. 340].

• Specificity is the probability of a faultless source to
be properly detected as flawless. Therefore specificity
indicates, how good a diagnostic failure-test is at
correctly identifying a faultless source, compare [24,
p. 340].

An optimal diagnostic failure-test has both, high sensitivity
and high specificity, but in most practical cases, these two
measures behave conflicting [24, p. 340], i.e., improvement of
one downgrades the performance value of the other measure.
Accuracy, sensitivity, and specificity are measures to evaluate
overall performance of a diagnostic failure-test. Related, but
from an operator’s point of view, the following measures are
of particular interest, since they help to interpret concrete test
results [24, p. 342]:

• Positive Predictive Value (PPV) is the probability,
that a source with failure indication is truly defect.
This measure informs operators, how reliable an oc-
curring failure indication is. Based on this information
operators can decide, if they want to take further ac-
tions, e.g., to switch off sources with failure indication.

• Negative Predictive Value (NPV) is the probability,
that a source without failure indication is truly fault-
less. This measure helps operators to assess a source,
that they suspect of having a defect without indication
by the diagnostic failure-test.

For purpose of an adequate interpretation of these measures,
additionally we introduce Prevalence of Source Failure,
which is the proportion of defect sources [24, p. 342]. Obvi-
ously, all five diagnostic failure-test’s measures of performance
depend on each other.

C. Simulation Set-Up

Figure 3 shows the simulation core in an UML activity
diagram. Reference data for configuration of diagnostic failure-
tests are produced in a pre-simulation run. To take account
of the fact, that in many applications the values of the ’True
Reference Network’ are not exactly known, these parameters
are generated by slightly disturbing the values of the ’Classi-
fication Network’.

After initialization of the Classification Network and the
True Reference Network, a given number of simulation runs
is performed. First, Creation of Defect Sources provides for
every simulation run one or no failing source. With this
setting, a preset number of classification cases is simulated.
In each simulation case, True Reference Network Node States
Instantiation simulates a ”true” world status, which is basis of
Generation of Source Declarations. Depending on an activity
probability, randomly chosen declarations of active defect
sources are updated by the Source Failure Injection. If not
active, a defect source provides no declaration. The revised
set of declarations is input for the Classification Network.
Conflict Detection in Classification Network is then applied to
identify all conflicting sources. Source Conflict Bookkeeping

Figure 3. UML Activity Diagram of Simulation Core

keeps track of all conflicts. After each classification case, the
next case is initiated or Source Failure Detection applies a
diagnostic failure-test to determine failing sources. Finally, the
number of true positives, false positives, true negatives, and
false negatives are counted. This is the basis of performance
measures’ calculations for diagnostic tests.

Performance values of diagnostic failure-tests are expected
to depend on manifold influences. For this first evaluation, we
have chosen the following parameters, which seem to be of
particular interest:

• Sliding test-window size n for both diagnostic failure-
tests, see subsection III-A (test-window size values:
n = 50, 75, 100, 125, 150),

• Observability pobs of source declarations (probabil-
ity values: pobs = 0.1, 0.2, 0.3, 0.4, 0.5),

• Probability pact of defect sources’ activity (proba-
bility values: pact = 0.1, 0.2, 0.3, 0.4, 0.5), and

• Entropy rate erate of the apriori distribution
(P (c1), . . . , P (c6)) of classification result C (entropy
values: erate = 0.34, 0.40, 0.43).



Table I. DIAGNOSTIC FAILURE-TESTS’ RESULTS

Conflict Binomial Failure-Test Conflict Ratio Failure-Test
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Sliding Test-Window Size:
n = 50 5.0 97.6 61.2 99.5 86.1 98.0 96.0 65.9 97.6 59.0 98.2
n = 75 4.9 97.9 70.0 99.4 85.5 98.5 97.1 68.0 98.6 71.6 98.3

n = 100 5.0 97.9 75.2 99.1 81.7 98.7 97.7 69.5 99.2 81.9 98.4
n = 125 5.0 97.8 77.9 98.9 78.5 98.8 98.0 69.6 99.5 87.4 98.4
n = 150 5.1 97.7 80.0 98.6 75.8 98.9 98.1 69.3 99.7 91.4 98.4

Observability of Source Declarations:
pobs = 0.1 4.9 97.6 76.6 98.7 75.0 98.8 86.8 86.3 86.8 25.4 99.2
pobs = 0.2 5.0 97.9 78.2 99.0 80.3 98.9 96.0 71.9 97.2 57.9 98.5
pobs = 0.3 4.9 98.0 75.7 99.2 82.3 98.8 97.3 69.1 98.8 74.1 98.4
pobs = 0.4 4.9 98.0 74.9 99.2 83.6 98.7 98.1 69.1 99.6 91.2 98.4
pobs = 0.5 5.0 98.0 70.8 99.4 86.0 98.5 98.3 67.2 99.9 97.2 98.3

Probability of Defect Sources’ Activity:
pact = 0.1 5.1 95.9 22.1 99.8 85.8 96.0 95.8 24.6 99.6 78.0 96.1
pact = 0.2 4.9 97.6 59.5 99.6 87.5 97.9 97.4 59.8 99.3 81.8 97.9
pact = 0.3 5.1 97.9 77.3 98.9 79.6 98.8 97.4 70.3 98.9 77.2 98.4
pact = 0.4 5.0 97.7 85.8 98.3 72.4 99.2 97.5 69.3 98.9 77.6 98.4
pact = 0.5 5.1 96.7 95.5 96.8 61.8 99.7 96.6 71.7 98.0 66.1 98.5

Entropy Rate of the apriori distribution of C:
erate = 0.34 5.0 97.6 75.2 98.8 76.3 98.7 97.5 70.2 98.9 77.9 98.4
erate = 0.40 4.9 98.0 77.5 99.1 80.9 98.8 97.7 69.4 99.1 80.6 98.4
erate = 0.43 5.0 96.5 69.5 97.9 63.8 98.4 97.1 62.9 98.9 74.6 98.1

Based on a reasonable parameter configuration, we vary
these parameters separately within the given range of values
and monitor the performance measures of both diagnostic
failure-test approaches. Finally, a Receiver Operating Charac-
teristic (ROC) curve [24, p. 348] is derived from the thresh-
olds’ variation of the diagnostic failure-tests.

V. SIMULATION RESULTS

Configuration of the Classification Network of this simulation
is based upon experiences drawn from [10], [23], [25]. In
particular, the threshold for the Coherence Conflict Measure
is set to εcoh = 0.052. For diagnostic failure-detection tests,
Binomial-detection threshold was set to rbin = 99.75 and
ratio-detection threshold to rratio = 5.0, see subsection III-A.

As discussed before, simultaneous failures of several
sources are rare, so we restrict our simulations to at most one
defect source per simulation run. Standard values for selected
simulation parameters in focus according to IV-C are set to

• sliding test-window size n = 100,

• observability of source declarations pobs = 0.3,

• probability of defect sources’ activity pact = 0.3, and

• entropy rate erate = 0.40 of the apriori distribution
(P (c1), . . . , P (c6)) of classification result C.

Prevalence of sources’ defects in this simulation ranged from
4.9% to 5.1%.

The results of all simulations are displayed in table I. Next
to one deviating parameter given in the first column, a row lists
prevalence, accuracy, sensitivity, specificity, positive predictive
value PPV, and negative predictive value NPV, each for
both approaches, Conflict Binomial Failure-Test (CBF-Test)
and Conflict Ratio Failure-Test (CRF-Test).

A first impression of results in table I states, that both
failure-tests provide performance values of accuracy, speci-
ficity, and NPV above 95% with few exceptions. In contrast,
most sensitivity and PPV percentage numbers range from 57%
to 87%. Taking the low prevalence of source failures from
4.9% to 5.1% into account, these measures of failure-tests
demonstrate at least satisfactory, in most cases good to very
good diagnostic performance.

A. Effects of Simulation Parameter Variations

Increasing the size n of the sliding test-window from 50
to 150 we expect an improvement of tests’ performance.



Sensitivity of CBF-Test strongly benefits form a larger window
size by up to 18.2%. Sensitivity of the CRF-Test gains only
3.4% but with an increase of 32% of PPV and a small
increase of specificity. Surprisingly, specificity and PPV of
CBF-Test seem to decrease with larger window sizes. Only
little effects can be seen in accuracy and NPV of both tests.
For applications, a sliding test-window size n = 100 seems
appropriate. If necessary, this length can be reduced, but this
implies reduction of sensitivity in both tests and an additional
stronger reduction in PPV of CRF-Test.

Observability, i.e., probability of available sources’ decla-
rations, does not significantly influence accuracy, specificity,
and NPV of CBF-Test, whereas PPV increases and sensitivity
slightly decreases with higher observability values. As ex-
pected, CRF-Test’s accuracy and specificity also benefit from
larger observability values. Leaving the NPV of CRF-Test
almost unchanged, observabilitiy’s increase has very strong
effect on its PPV, raising it from 25.4% up to 97.2%. Unfortu-
nately, in many applications observability is a system property,
that can not be controlled effectively.

Defect sources must show activity to be accessible for
diagnostic failure-tests. Thus, sensitivity of CBF-Test (from
22.2% to 95.5%) and sensitivity of CRF-Test (from 24.6%
to 71.7%) drastically grow with increasing probabilities of
defect sources’ activities. Here, specificity of both failure-tests
show a small trend to fall, but stay on a very high level
above 96%. The PPV values of CBF- and CRF-Test have
their maximum at a below medium level of defect sources’
activity and decrease in particular for higher activity levels.
With growing activity level of defect sources, NPV values of
both failure-tests also grow, but already starting at high level
of 96%. Again, the activity level of defect sources is also a
system parameter, that can not be controlled effectively.

As expected, the entropy rate of the apriori distribution
of classification results has no strong effect on performance
measures of CBF- and CRF-Tests. With sensitivity of CRF-
Test as exception, the medium entropy rate resulted in best
performance values of different performance measures. This
must be interpreted as a result of performing the choice of
threshold parameters for CBF- and CRF-tests in a medium
entropy rate environment, rather than as optimality of this
entropy.

B. Comparison of Diagnostic Failure-Measure

Taking the operator’s perspective, for small sliding test-
window sizes CBF-Test should be chosen to achieve better
PPV, whereas PPV of CRF-Test drastically benefits from
larger window sizes. In cases of low and medium observability
of sources’ declarations, CBF-Test gives an up to three times
better PPV than the CRF-Test. For good observabilitiy, the
PPV values of CRF-Test are higher. PPV of CBF-Test are
better for low activity of defect sources and worse for high
activity levels, whereat NPV are almost identical. Altogether,
the operators choice would depend on the concrete setting in
a given application.

From a technical perspective, a diagnostic failure-test can
be evaluated in terms of sensitivity and specificity. As already
mentioned in subsection IV-B these performance measures can
not be optimized concurrently. For practical applications, a

Figure 4. ROC Curves of Diagnostic Failure-Tests

trade-off between sensitivity and specificity must be chosen.
Receiver Operating Characteristic (ROC) curves [3, pp. 49-51],
[24, p. 348] provide an established visual support for making
this decision. Note the convention, that in ROC curves instead
of specificity horizontal axes denote values of 1-specificity,
i.e., the false alarm rate of a diagnostic failure-test. Vertical
axes denote sensitivity.

Figure 4 shows the ROC curve of CBF-Test and CRF-
Test. The displayed curves are generated by variation of the
Binomial-detection threshold rbin for CBF-Test curve and the
ratio-detection threshold rratio for CRF-Test curve to deter-
mine supporting points. All other configuration and simulation
settings are unchanged standard parameters.

In ROC curves, the optimal combination of sensitivity
and specificity is characterized by a 100% sensitivity and a
0% false alarm rate, i.e., the upper left corner is optimal.
Figure 4 displays, that from the technical perspective in this
simulation Conflict Binomial Failure-Test outperforms Conflict
Ratio Failure-Test.

Summing up, results of our simulations of classification
in an air defense scenario suggest Conflict Binomial Failure-
Test from a technical perspective as preferred choice for
diagnostic failure-detection. Under many parameter settings,
this also applies to operators’ perspectives. Nevertheless, both
diagnostic failure-tests are suitable approaches and provide
performance results, that are at least satisfactory, usually good
to very good.

VI. CONCLUSIONS

In this paper two diagnostic failure-tests for technical sensors
in Bayesian classification are proposed, based on the con-
cept of conflicting evidence. Both approaches, Conflict Ratio
Failure-Test and Conflict Binomial Failure-Test proved their
ability to identify a defect sensor by statistical means in a



simulated air surveillance scenario. As a major advantage of
diagnostic failure-tests on basis of conflicting evidence, there is
no need of additional sensors’ information or cooperation. Next
to Naı̈ve Bayes Classifiers, both presented diagnostic failure-
tests are also applicable in general Bayesian Networks.

Future work in this topic will address the diagnostics of
several simultaneous defect sensors and shall strengthen the
ability to discriminate between one or several sensor failures.
For this purpose, continuous instead of boolean conflict mea-
sures might lead to better diagnostic failure-tests. Additionally,
relevant properties of technical sources in Bayesian classifi-
cation should be identified, which make sensors particularly
suitable for such diagnostic approaches.
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